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1. Overview — Why a Structured Testing Approach Matters 

Modern software teams face a common challenge: code is written fast, but releasing it safely requires 
discipline. Without a structured approach, bugs reach production, user trust erodes, and technical debt 
accumulates. This document provides a comprehensive methodology that integrates Jira's workflow 
management, ITIL's service lifecycle principles, GitHub's pipeline capabilities, and formal User 
Acceptance Testing (UAT) to create a repeatable, auditable, and efficient delivery process. 

 

Core 
Principle 

Every User Story must pass through a defined lifecycle — from backlog to 
production — with explicit sign-off at each stage. No story is released without 
departmental UAT approval. 

 

2. The Jira Board — Workflow Stages Explained 

Jira is the central hub for tracking work. Each column on the board represents a distinct phase of a 
User Story's life. The board should be configured to enforce transitions — not all moves should be 
allowed freely. 

 

2.1 Standard Board Column Structure 

 

Column / Status Owner Definition of Done to Exit 

Backlog Product Owner Story is groomed, has acceptance criteria, and is 
sprint-ready. 

To Do / Sprint Ready Scrum Master Story is pulled into active sprint. Estimate confirmed. 

In Progress Developer(s) Code is being actively written. Branch created in 
GitHub. 

Code Review Peer Developer Pull Request (PR) raised. Linus's Law review 
complete. 

In Testing / QA QA Engineer All automated and functional tests pass. Screenshots 
captured. 

UAT — Pending 
Approval 

Dept. User (e.g. 
Accounts, HR) 

Business user validates story against acceptance 
criteria. 

Ready for Release Release Manager UAT signed off. Approved to merge to main / release 
branch. 

Done / Released All Deployed to Production. Story closed. 

 

2.2 Moving a Story: In Progress to In Testing 

This is one of the most critical transitions in the Jira workflow. A developer should not simply drag a 
card to In Testing without meeting all exit criteria for In Progress. 
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Exit criteria for leaving In Progress: 

• All code for the User Story is written and committed to a feature branch in GitHub. 

• A Pull Request has been raised and assigned to at least one peer reviewer. 

• Unit tests are written and passing locally. 

• The feature branch has been successfully built in the CI/CD pipeline (e.g. GitHub Actions). 

• No known blocking defects remain open on the story. 

• The Jira ticket is updated with a link to the Pull Request. 

 

Entry criteria for In Testing: 

• The feature has been deployed to a dedicated Test/QA environment (not production). 

• The QA engineer has been notified and has access to the test environment. 

• Acceptance criteria on the Jira story are clear, unambiguous, and agreed upon. 

• Test data required for testing is available and set up in the test environment. 

 

Important 
Only the developer or Scrum Master should transition a story to In Testing. QA 
engineers should not pull stories across — the handoff is a formal act of the 
developer stating the work is complete. 

 

3. Jira Testing Tools & Plugins 

Out of the box, Jira Software does not include a full test management suite. Teams typically augment 
Jira with one of the following purpose-built testing plugins. The choice depends on team size, budget, 
and the complexity of your test cases. 

 

3.1 Xray for Jira (Most Popular — Marketplace) 

Xray is the most widely adopted testing plugin for Jira. It is a first-class test management solution that 
lives natively inside Jira, meaning test cases, test executions, and test results are all Jira issue types. 

 

Key features: 

• Test Cases are Jira issues (type: Test) — they follow the same Jira workflow. 

• Test Plans link a set of tests to a version or release. 

• Test Executions record the results of running tests — pass, fail, or blocked. 

• Test Sets group related tests logically (e.g. all Accounts payable tests). 

• Cucumber / BDD integration for teams writing Gherkin-style acceptance tests. 

• Coverage reports show what percentage of User Stories have test coverage. 

• Integration with CI/CD: results from automated test runs can be imported automatically. 

 

How a team uses Xray: 

1. QA writes Test Cases against each User Story during sprint planning or refinement. 

2. When a story moves to In Testing, the QA engineer creates a Test Execution linked to the story. 
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3. Each test step is executed; screenshots are attached as evidence. 

4. Pass/Fail results are recorded in real time within Jira. 

5. Failed tests automatically raise Bug issues linked back to the parent story. 

6. Once all tests pass, the QA engineer transitions the story to UAT Pending Approval. 

 

3.2 Zephyr Scale (formerly Zephyr for Jira) 

Zephyr Scale (by SmartBear) is a standalone test management product with a deep Jira integration. It 
is preferred by larger organisations that need robust reporting, traceability matrices, and multi-project 
test libraries. 

 

• Centralised test library: tests can be reused across multiple Jira projects. 

• Traceability: end-to-end links from requirements (User Stories) through test cases to defects. 

• Advanced reporting: test execution dashboards, pass/fail trends, coverage heat maps. 

• Integrates with automation frameworks: JUnit, NUnit, Selenium, Cucumber, Postman. 

• Supports both manual and automated test execution in the same plan. 

 

3.3 TestRail (External Tool with Jira Integration) 

TestRail is an external dedicated test management platform that integrates with Jira via a plugin. It is 
popular in organisations where QA has its own tooling separate from the development Jira instance. 

• Test cases live in TestRail; bugs and User Stories remain in Jira. 

• Two-way sync: bugs created in TestRail appear in Jira automatically. 

• Milestone-based test planning maps to Jira releases/versions. 

• Best suited to organisations with a dedicated QA team managing its own test repository. 

 

3.4 Atlassian's Native Approach — Confluence + Jira 

Smaller teams or those not yet ready for a paid plugin often use Confluence (Atlassian's wiki) to 
document test cases and link them to Jira stories manually. While this works, it lacks automation 
integration and formal pass/fail tracking — it is not recommended for teams with more than five 
developers. 

 

Tool Best For Jira Native? Automation Support Cost 

Xray Most teams Yes Strong Mid 

Zephyr Scale Enterprise Yes (plugin) Very Strong Higher 

TestRail QA-led orgs No (external) Strong Mid-High 

Confluence Tiny teams Yes None Included 

 

4. Linus's Law & Peer Code Review 
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Linus's Law is a principle coined by Eric Raymond in his essay 'The Cathedral and the Bazaar' (1999), 
named after Linus Torvalds, creator of Linux. The law states: 

 

Linus's 
Law 

"Given enough eyeballs, all bugs are shallow." — Eric Raymond. The more 
people review code, the more likely defects are caught before they reach testing 
or production. 

 

In the context of Jira and GitHub, this principle is operationalised through mandatory Pull Requests 
(PRs). No code is merged into a shared branch without at least one reviewer approving the PR. 

 

4.1 How Peer Review Works in Practice 

7. Developer completes a feature on a branch named after the Jira ticket (e.g. feature/PROJ-123-
add-invoice-export). 

8. Developer raises a Pull Request in GitHub, tagging the Jira story ID in the PR title and 
description. 

9. One or more peer developers review: they look for logic errors, security issues, missing edge 
cases, and adherence to coding standards. 

10. Reviewers use GitHub's inline comment system to flag concerns — these generate discussion 
threads. 

11. The original developer addresses all comments, either by making changes or justifying why a 
change is not needed. 

12. Once all threads are resolved, the reviewer approves the PR. 

13. GitHub branch protection rules prevent merging without approval — this is enforced at the 
repository settings level. 

 

The Jira/GitHub integration (via Jira's GitHub App or Atlassian's native integration) automatically 
displays the PR status on the Jira card — the team can see at a glance whether a story's code has 
been reviewed without leaving Jira. 

 

4.2 Branch Strategy (GitFlow Simplified) 

 

Branch Purpose 

main / master Production-ready code only. Protected — no direct commits. 

develop Integration branch. All completed features merge here first. 

feature/PROJ-XXX One branch per User Story. Deleted after merge. 

release/v1.x Created when a release is being prepared. Bug fixes only. 

hotfix/PROJ-XXX Emergency production fix. Merges to both main and develop. 

 

5. GitHub CI/CD Pipeline & Jira Integration 
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GitHub Actions (or equivalent CI/CD tools such as Jenkins, GitLab CI, or Azure Pipelines) provide the 
automated pipeline that takes code from a developer's branch through a series of quality gates before it 
is eligible for release. 

 

5.1 The Pipeline — Stage by Stage 

 

Stage 1 
— Build 

On every push to a feature branch: code compiles, dependencies are installed, 
and a basic build health check runs. A failed build blocks the PR from being 
merged. 

 

Stage 2 
— Unit 
Tests 

Automated unit tests run on every commit. Results are reported back to GitHub 
and optionally into Jira via the Xray or Zephyr API. Failure blocks the build. 

 

Stage 3 
— Code 
Quality 

Static analysis tools (e.g. SonarQube, ESLint, Checkstyle) scan the code for 
known vulnerabilities, code smells, and coverage thresholds. Teams set a 
minimum coverage gate (e.g. 80%). 

 

Stage 4 
— Deploy 

to Test 

On merge to the develop branch: the application is automatically deployed to the 
Test/QA environment. This triggers the story's status to move (manually or via 
automation) to In Testing in Jira. 

 

Stage 5 — 
Automated 
Integration 

Tests 

End-to-end and integration tests run against the deployed Test environment 
using tools such as Selenium, Playwright, or Postman. Results feed back into 
Jira test executions. 

 

Stage 6 — 
UAT 

Deployment 

Once QA signs off, the release branch is deployed to the UAT environment for 
business user testing. This is a separate, stable environment that mirrors 
production as closely as possible. 

 

Stage 7 — 
Production 

Release 

Only after UAT approval is the code promoted to production. This can be a 
manual approval gate in GitHub Actions, requiring a named approver to click 
Approve before the deployment runs. 

 

5.2 Jira Automation Rules Triggered by GitHub 

Jira's automation engine can listen to GitHub webhook events and automatically transition stories: 

• PR opened on feature branch → Jira story moves to Code Review. 

• PR approved and merged to develop → Jira story moves to In Testing. 

• All test executions marked Passed in Xray → Jira story moves to UAT Pending Approval. 
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• UAT approval comment added by authorised user → Jira story moves to Ready for Release. 

• Deployment pipeline completes successfully → Jira story moves to Done. 

 

6. Jira Releases — How They Work 

In Jira Software, a Release (called a Version) is a container that groups together User Stories and bugs 
that are deployed together to production. Managing releases correctly is essential for traceability and 
rollback planning. 

 

6.1 Creating and Managing a Version in Jira 

14. In the Jira project, navigate to Project Settings > Releases (or Versions). 

15. Create a new version with a name (e.g. v2.1.0), a release date, and a description of what is 
included. 

16. As User Stories are completed and approved, they are assigned to the version using the Fix 
Version field on each story. 

17. The release panel shows the total number of stories, how many are Done, In Progress, and To 
Do — giving a real-time release health indicator. 

18. When all stories in the version are Done and UAT is complete, the Release Manager marks the 
version as Released. 

19. Jira automatically timestamps the release and archives the version for audit purposes. 

 

6.2 Release Notes 

Jira can auto-generate release notes from the version — listing all User Stories and bug fixes included. 
These notes can be exported to Confluence for stakeholder communication or included in the GitHub 
Release tag. Every GitHub release should reference the Jira version number for traceability. 

 

Best 
Practice 

Use Semantic Versioning (SemVer): MAJOR.MINOR.PATCH (e.g. 2.1.0). 
MAJOR = breaking changes; MINOR = new features; PATCH = bug fixes. This 
discipline makes your release history understandable to all stakeholders. 

 

7. ITIL 3 Service Lifecycle — Mapped to Jira & GitHub 

ITIL (Information Technology Infrastructure Library) version 3 defines a five-stage Service Lifecycle. 
Each stage maps directly to activities that a development team performs in Jira and GitHub. 
Understanding this mapping helps teams appreciate that their day-to-day tools are implementing a 
globally recognised framework. 

 

7.1 Service Strategy 

Service Strategy is the beginning of the lifecycle. It asks: what should we build and why? In software 
development terms, this is the Product Backlog refinement and prioritisation phase. 



Jira Testing & ITIL Service Management  

Internal Use Only Jira | ITIL | GitHub | UAT 

 

• The Product Owner works with stakeholders (Accounts, HR, Operations) to define what new 
features or services are needed. 

• User Stories are written in the Jira backlog with clear business justification and value. 

• Prioritisation is done using methods such as MoSCoW (Must, Should, Could, Won't) or weighted 
shortest job first (WSJF). 

• The outcome is a refined, prioritised backlog ready for design and development. 

 

7.2 Service Design 

Service Design translates the strategy into a concrete design for the service or feature. In Jira, this is 
the refinement, estimation, and sprint planning phase — stories move from Backlog to In Progress. 

 

• Developers and architects break down User Stories into technical tasks. 

• Acceptance criteria are defined precisely — these become the test cases in Xray or Zephyr. 

• Non-functional requirements (performance, security, accessibility) are added to the story. 

• The sprint begins: stories move to In Progress and feature branches are created in GitHub. 

 

7.3 Service Transition 

Service Transition is the most critical stage for a testing team. It is the process of moving a new or 
changed service from development into live operation — safely. This maps directly to the In Testing, 
UAT, and Ready for Release stages on the Jira board. 

 

Service Transition includes: 

• Change Management: ensuring every change is approved before release (UAT sign-off is the 
business-level change approval). 

• Release and Deployment Management: the GitHub pipeline that controls exactly what goes into 
each release. 

• Service Validation and Testing: the formal QA and UAT process described in this document. 

• Knowledge Transfer: updating Confluence documentation, training users, updating runbooks. 

 

Key Point 

A User Story can only enter Service Operations (production) after it has passed 
through Service Transition. Bypassing UAT is bypassing Service Transition — 
this is a ITIL governance failure and should not be permitted by process or by 
tooling. 

 

7.4 Service Operations 

Service Operations is production. The service is live and is being used by end users. From a Jira 
perspective, stories are in the Done column and the version is marked Released. The team now 
monitors the live service. 
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• Incident Management: production bugs are raised as Bug issues in Jira, triaged by severity, and 
assigned to developers. 

• Problem Management: recurring incidents are analysed for root cause; Problem tickets are 
raised in Jira. 

• Event Management: monitoring tools (e.g. Datadog, New Relic, AWS CloudWatch) alert the 
team to issues; these can auto-create Jira tickets via integrations. 

 

7.5 Continual Service Improvement (CSI) 

CSI is the engine of improvement. After every release, the team retrospectively asks: what worked, 
what did not, and what can be better? New improvement ideas become User Stories in the backlog — 
beginning the lifecycle again. 

 

• Sprint Retrospectives: formal CSI meetings. Actions become Jira improvement stories. 

• Bug fixes from production incidents are prioritised and pulled into the next sprint. 

• New functionality requested by departments (Accounts, HR) is refined into User Stories. 

• Test coverage gaps identified during UAT are converted into new test case creation tasks. 

• Pipeline failures or slow delivery are engineering improvements tracked in Jira. 

 

8. ITIL 4 — The Service Value System 

ITIL 4 (released in 2019) modernises the ITIL 3 lifecycle model and introduces the Service Value 
System (SVS) and the Service Value Chain (SVC). Rather than sequential stages, ITIL 4 treats value 
delivery as a flexible, iterative system — much more aligned with Agile and DevOps practices. 

 

8.1 The Four Dimensions of Service Management (ITIL 4) 

 

ITIL 4 Dimension In Practice (Jira/GitHub Context) 

Organisations & People The Scrum team, Product Owner, QA engineers, departmental UAT 
users, and Release Manager all have defined roles. 

Information & Technology Jira, GitHub, Xray/Zephyr, CI/CD pipelines, monitoring tools, 
Confluence — the toolchain enables the value stream. 

Partners & Suppliers Third-party APIs, cloud providers (AWS/Azure), and SaaS vendors 
whose stability affects delivery. 

Value Streams & Processes The Jira board workflow IS the value stream — stories flow from left to 
right, delivering value at each stage. 

 

8.2 ITIL 4 Guiding Principles Relevant to Testing 

• Focus on value: every test case exists to protect the value delivered to the business user. 

• Start where you are: do not rebuild your Jira board from scratch — iterate on what exists. 
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• Progress iteratively with feedback: each sprint is a feedback loop; UAT feedback directly 
informs the next sprint's stories. 

• Collaborate and promote visibility: the Jira board is visible to all — developers, QA, 
management, and business users. 

• Think and work holistically: a bug in Accounts payable is not just a developer problem — it 
affects finance, compliance, and end users. 

• Keep it simple and practical: do not over-engineer your test process — start with manual testing 
and introduce automation incrementally. 

• Optimise and automate: once manual processes are stable, automate them in the GitHub 
pipeline. 

 

9. User Acceptance Testing (UAT) — Detailed Process 

UAT is the formal agreement between the development team and the business that a User Story meets 
the stated requirements. It is the final quality gate before production release. UAT is performed by the 
end users of the system — not QA engineers, not developers. 

 

9.1 Who Performs UAT? 

UAT testers are representatives of the departments that will use the feature in production. For example: 

• Accounts Payable feature → Accounts team representative performs UAT. 

• Employee onboarding story → HR business partner performs UAT. 

• Management reporting story → Finance Manager or Operations Director performs UAT. 

 

These are not technically trained users. The UAT process must be designed so that a non-technical 
user can follow test steps and record outcomes without developer assistance. 

 

9.2 UAT Test Case Structure 

Each UAT test case should follow this structure: 

 

Field Description 

Test Case ID Unique reference (e.g. UAT-PROJ-123-01). Links to the Jira story. 

Story Reference Jira story ID and title (e.g. PROJ-123: Export Invoice to PDF). 

Test Objective One sentence describing what the test proves. 

Pre-conditions What must be true before the test starts (e.g. logged in as Accounts user, test 
invoice exists). 

Test Steps Numbered steps written in plain English — exactly what the user should click, 
type, or select. 

Expected Result What the system should do after the last step — stated precisely. 

Actual Result What actually happened — completed by the UAT tester. 
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Field Description 

Screenshot 
Evidence 

Screenshot attached showing the outcome of the test. 

Pass / Fail Clear binary outcome. Anything other than exact match to Expected Result = 
Fail. 

Tester Name & 
Date 

The name of the business user who performed the test and the date. 

 

9.3 Functional vs. Non-Functional Testing in UAT 

UAT typically focuses on functional testing — does the feature do what the business needs it to do? 
However, the UAT phase should also include lightweight checks on: 

 

• Performance: does the page load within an acceptable time (typically under 3 seconds for 
business applications)? 

• Usability: is the interface intuitive for a non-technical user? 

• Data Integrity: does the data displayed match what was entered or calculated? 

• Security: does the feature enforce the correct access controls (e.g. only Accounts users can see 
the invoice export button)? 

• Regression: have any existing features been broken by this change (QA should have covered 
this, but UAT is the final check)? 

 

9.4 UAT Sign-Off Process in Jira 

20. QA engineer transitions the story to UAT Pending Approval and notifies the designated 
business user via Jira comment (using @mention). 

21. Business user accesses the UAT environment and performs each test case, recording results 
and attaching screenshots in Xray or directly on the Jira story. 

22. If all tests pass: business user adds a comment to the Jira story stating UAT APPROVED — 
[Name] — [Date] and transitions the story to Ready for Release. 

23. If any test fails: business user raises a Bug issue in Jira linked to the parent story. The story 
moves back to In Progress. The developer fixes the bug, and the cycle repeats from Code 
Review. 

24. No story is transitioned to Ready for Release without documented UAT approval. This is a non-
negotiable process gate. 

 

Audit 
Trail 

The combination of Xray test results, screenshots attached to Jira, and the UAT 
approval comment creates a complete audit trail. This is essential for ISO 9001, 
SOX compliance, or any regulated environment. Never approve UAT verbally — 
it must be in Jira. 

 

10. The Full End-to-End Lifecycle — Summary Flow 
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# Stage ITIL Phase Jira / GitHub Action 

1 Business Requirement Service Strategy User Story created in Jira backlog with 
acceptance criteria. 

2 Sprint Planning Service Design Story estimated, accepted into sprint, 
moves to In Progress. 

3 Development Service Design Feature branch created in GitHub 
(feature/PROJ-XXX). Code written. 

4 Code Review Service Transition Pull Request raised. Peer review (Linus's 
Law). PR approved. 

5 CI Build & Unit Tests Service Transition GitHub Actions runs build and tests. 
Merge to develop on success. 

6 Deploy to Test Env Service Transition Auto-deployed to Test environment. Story 
moves to In Testing. 

7 QA Testing Service Transition QA executes test cases in Xray. 
Screenshots captured. Bugs raised. 

8 Deploy to UAT Env Service Transition QA approved — story moves to UAT 
Pending Approval. 

9 User Acceptance Testing Service Transition Business user (Accounts/HR/etc.) 
executes UAT test cases. 

10 UAT Sign-Off Service Transition Business user comments UAT 
APPROVED in Jira. Story moves to 
Ready for Release. 

11 Release to Production Service Operations Release branch merged to main. GitHub 
deploys to production. 

12 Story Closed Service Operations Jira story marked Done. Version marked 
Released. 

13 Monitor & Improve CSI Retrospective held. Bugs and 
improvements become new backlog 
stories. 

 

11. Defect Management — Bugs in the Workflow 

Bugs discovered during QA or UAT must be managed formally. A bug that is verbally communicated 
and fixed without a Jira record is invisible to the team, untracked in metrics, and unauditable. 

 

11.1 Bug Severity Classification 

 

Severity SLA to Fix Definition 

Critical Same sprint Application crashes, data is lost, security breach. Blocks all 
testing. 
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Severity SLA to Fix Definition 

High Same sprint Core functionality broken. Workaround exists but unacceptable 
for release. 

Medium Next sprint Feature works but with significant degradation. UAT may still 
pass with documented exception. 

Low Backlog Minor cosmetic or UX issue. Does not affect functionality. 
Release can proceed. 

 

Critical and High severity bugs must be resolved before a story can receive UAT sign-off. Medium and 
Low bugs may be accepted with a documented exception and a linked improvement story in the 
backlog. 

 

12. Recommendations & Getting Started 

12.1 Immediate Actions (Week 1) 

25. Configure your Jira board columns to match the workflow defined in Section 2.1. 

26. Enable Jira's GitHub integration via the Atlassian Marketplace GitHub for Jira app. 

27. Enforce branch naming conventions: feature/PROJ-[ticket number]-[short description]. 

28. Set up branch protection on main and develop — require at least one PR approval. 

29. Define your UAT approver list per department and document in Confluence. 

 

12.2 Short Term (Month 1) 

30. Install Xray or Zephyr Scale and create your first test cases for the current sprint's stories. 

31. Set up a dedicated Test and UAT environment separate from production. 

32. Create a UAT test case template in Confluence that business users can follow. 

33. Run your first formal UAT session with an Accounts or HR representative. 

34. Configure GitHub Actions for automated build and unit test on every PR. 

 

12.3 Medium Term (Quarter 1) 

35. Automate Jira status transitions based on GitHub pipeline events. 

36. Add SonarQube or equivalent code quality gate to the CI pipeline. 

37. Build a Jira dashboard showing release health: stories Done vs. In Progress vs. UAT pending. 

38. Formalise your sprint retrospective CSI process — every action must be a Jira ticket. 

39. Conduct a training session with all departmental UAT users on how to access UAT environment 
and record results. 

 

13. Conclusion 
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The combination of Jira's workflow management, GitHub's pipeline discipline, a formal testing tool such 
as Xray, and the ITIL service lifecycle framework creates a robust, scalable, and auditable software 
delivery process. The key principles to remember are: 

 

• No story leaves In Progress without a reviewed and approved Pull Request. 

• No story leaves In Testing without documented QA sign-off and test evidence. 

• No story reaches production without documented departmental UAT approval in Jira. 

• Every bug, every improvement, and every retrospective action becomes a Jira ticket. 

• The GitHub pipeline enforces quality gates automatically — remove the human temptation to 
skip steps. 

• Linus's Law protects you: more eyes, fewer bugs in production. 

• ITIL gives you the language and governance framework to communicate with stakeholders and 
auditors. 

• Continual Service Improvement means you never stand still — each sprint is an opportunity to 
deliver more value. 

 

Final 
Word 

A process that exists only in documentation is worthless. Configure your Jira 
board, enforce your GitHub branch rules, and run your first UAT session this 
sprint. Start simple, iterate, and improve. That is ITIL in practice. 

 


